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NOJIOKEHHE N
110 OPrasuzanmm ¥ POBEICHHIo Padior no oHeceTenno HEIONACHOCT I FANNIEAEMOi
HHGOPMALIIN, HE COMEPRAMEIT CHEACHHSI, COCTABISIONNE IOCY TAPCTEEHIYIO TAlHY, npy of
_ obpadorke B HEPOPMANNOHHKIX CHCTEMAX 0Prana

1. OBINHE NOTOKEHWS

1.1 Hacrosmmee Tonodenwe 10 Opramssanun o DPOBeACHHIO padol 110 ofecriedcdii
DesonacHocTs  aanproemoil  miipopMaiy,  we COJACPHCALIEH  CRENEHMH,  COCTABISIOLIILL
rocylaperscHuyio Taiiny, npu ¢ obpaGotke n HEQOPMAIMOHHBIX CHOTCMAX OpraHa (jaiee —
Honoxenwe) pazpaboTaro B cooTRETCTRMI ¢ MEACPATLHEIM 3aKONOM 0T 27 uron 2006 r. Nol149-d3
— «06 rndopMaiay, HHOOPMATHOHELIX TEXHOIOIMAX 1 O 3amHTe HIdOPMAitny, MeiepaisEn
qakoHomM o1 27 moas 2006 1. Ne 152-03 «0 nepeosanbHbIX JAHHLIXS. OOCTAHOBACHHCM
[Mpasitennersn Poceniicxoit ®eaepaitin o1 1 noabpa 2012 1. Ne 1119 «OG yreepaacnnn Tpedosasid
K JAUIMTE MCPCOHANBHEIX JIAHHAIX IPH BX 00padoTke B MH{OPMALMOHELIX CHCTEMAX TIEPCOHATBHLIN
JALXs, nocranosieanes Mpasrteascrra Poceniickoit ®enepanin ot 21 mapra 2012 . Ne211 «O6
VIRCPHUICHHH  TEPEHNA  Mep, HANPaBICHILIX Ha ODECHEeYCHHE BLINOMICHHA  00A3aHHOCTE,
OpeayeMoTpertpix  Denepanbie  3akoHoM  «0  NMEPCONATRHEIX  AHHBIXH W OPHEATLIME A
COOTBCTCTBHE ¢ HHM  HODMABTHBHLIMHE  TNPABOBRIMH  AKTAME. ONCPATOPAMIE,  #ROKIQUIHNMECS
FOCYIAPCTREHHBIME - HIIH  MYIIHIHIAMGHBIME  OpPraHavuiy, npHxkazoMm  Megepanbioil  Ciavikoh (o
TEXHHUCCKOMY H IKCNOpTHOMY KoHTpomo ot 18 despais 2013 r. Ne2l «O6 vreepaaesrn Cocrapa H
COCPIRANMS OPTAIIAIHORHLIX # TCXERIECKIX Mep 110 00eCnEHCHHIO Be300acHOCTH NEPCOHAIBLHBIN
AQHEX UpH X 00paboTke & AHDODMAIMONHE CHCTEMAX NEPCOHAILHBIX JARILIX, TPHKAZ0M
Denepanpiioii caykOnl 1O TEXHHYECKOMY # 3KCIOPTHOMY KomTpomo oT 11 derpans 2013 r. Ne 17
«O6 yraepiacnns TpeSosanuil 0 saumTe HEGOPMAITIER, HE COCTARIMOMICH TOCYAAPCTRENHYIO TaitHy,
COOCPAAMENRCH B IOCYIaPCTBRHILIX HHPOPMALMOHKBIX CHCTEMAX .

1.2, Heme paspaBiorkn sacrosmiero [TonokeHns — YCTAHOBNCHHC DOPSIXA OPrarnsanmy i
nponeaeris pador 10 obccneuenHio DeONACHOCTH 3almHmaemoil widopMay, Ee coepxalieil
CHENCHHA,  COCTARMMIONIAE  1OCYJApPCTBEHHYIO TalHy (uwiee — 3ammmaemas  wHdopmanms.
HiopMalia), B nudopManHontkx cucremax (1anee — MC) pefoMeTRa Ha Beex cTagusx (Hranax)
cosnanna MC, B Xojie e IKCIUTYATAINE 1 BRROJA U3 SKCIUIVATAITHE.

1.3, PyKOBOAWTENh BEJOMCIBE HECET NEPCOHANRHYIO OTHCICTBCHHOCTL 33 ODECTewenis
HEGOPMAITHOHHON Ge30NACHOCTH BEJIOMCTRA,

L4, K sanmmaemon srdopmaimia, odpabarnisacmoit 8 MC oprana oTHOCHTER ey o
HRGOPMaLHsE:

= MEPCOHAIBERIC JAHHEIE, COePRAMecs B MHOOPMAIHOIIILIX CHCTEMAX (IEPCOHATEHRN
JIAHHEIX BEIOMCTBA:

- HHPOPMALIS, HE CONEPAANAR CBEACHMS, COCTABLIONHE TOCVIAPCTEEHHYI TailHy,
COJACPIRALIANCS B TOCYAAPCTREHHBIX MHOOPMAIHOHIILIX CHCTEMAX BEIOMCTEA,

2. TEPMHHBLI H ONIPEIEJIEHHS!
2.1. B wacrosmes Tonoskennu ucnoibsyores caeayomne tepyans i HX onpeetenns:



NudopmanuoHHas cMCTeMAa - COBOKYIHOCTb COJEpXkaIMXcsd B 0a3ax JaHHBIX
uHbopMaluu U oOecrneynBaromMX ee o0paboTKy HMH(OPMAIIMOHHBIX TEXHOJOTHHA U
TEXHUYECKUX CPEJICTB.

KonduaeHunanbHOCTh HHPOPMALIMH - 0053aTEIBHOE JJI BBIIOJHEHUS JTULOM,
HOJYyYUBLIMM JIOCTYIl K OIpeleieHHOM HuH(popMaluu, TpeOOBaHHWE HE Iepe/laBaTh
TaKylo MH(OPMaLMIO TPETHUM JMIaM 0e3 coriacus ee o0aanarens.

HecaHKIMOHUPOBAHHBIA A0CTYNl (HECAHKLUOHUPOBAHHBIC [CHCTBHUA) -
JI0CTyll K HH(popManuu WiIM ACHCTBUS € HH(pOpMalUMed, Hapyllaloolue I[paBuia
pasrpaHUyYEHUs] JOCTYIIAa C HCIOJIb30BAHMEM IITATHBIX CPEICTB, MPEIOCTABISIEMBIX
MH(POPMALIMOHHBIMU CUCTEMAaMHU.

Oo0pabdorka uHpopmanum - nelictBus (omepauuu) ¢ UH(GOpMaLMen, BKIOYas
cOOp, 3amuch, CHCTEMATH3allMI0, HAKOIUJICHWE, XpaHEHUE, YTOUHEHHE (OOHOBIICHUE,

U3MEHEHHUE),  WU3BJIICYEHHME,  HCIOJb30BaHWE,  Hepenady  (pacnpocTpaHEHHE,
MPEeI0CTaBIIEHUE, OCTYI), OJIOKUPOBAHUE, yIaJ€HUE, YHUUTOKEHHE HHPOPMaLIUU.
Omneparop - TpaXAaHUH WIK IOPUJIUYECKOE JIMIO, OCYIIECTBIIAIONINE

JESITeIbHOCTh MO JKCIUTyaTalMu WH(GOPMAllMOHHOW CHCTEMBbI, B TOM YHCJIE IO
o0paboTke mH(OpManMK, cojiepkalieiicss B ee 0azax MaHHBIX. B ciiywae oOpaboTku
NEPCOHANBHBIX JAaHHBIX 0]l OINEpPaTOpOM IIOHMMAETCS TOCYJapCTBEHHBIN Opra,
MYHHIIMIIATBHBIA OpTraH, IOpUANYECKOe WK (PU3MUECKOE JIMI0, CAMOCTOSATEIBHO WIIH
COBMECTHO C JPYTMMU JIMIIAMH OpPraHU3YyIoIue U (WiIK) OCYIIECTBISAIONNE 00paboTKy
NEPCOHANBHBIX JAHHBIX, a TAKXE ONpPEICNSIOINe Ieid 00pabOTKH IMEepCOHATbHBIX
JaHHBIX, COCTaB TMEPCOHANIBHBIX JaHHBIX, NOJIeKaMMX o00paboTKe, AEWCTBUA
(omepanun), coBepiiaeMble ¢ NEPCOHAIBHBIMH JTAHHBIMU.

Texnunueckue cpeacrsa HUHGPOPMALNMOHHOM  CHCTEeMBI -  CPEACTBa
BBIYHUCITUTEILHON TEXHUKH, HWH(POPMAIIMOHHO-BBIYMCIUTEIBHBIE KOMILJICKCHI M CETH,
CpelIcTBa M CHUCTEMBbI Tepelayu, mnpuemMa W o0paboTku wuHpopManuu (CpeAcTBa H
CHUCTEMBI 3BYKO3AITUCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOWU3BEACHHUS, TMEPErOBOPHBIC H
TEJIEBU3MOHHBIE YCTPOMCTBA, CPEICTBA U3TOTOBIEHUS, TUPAKUPOBAHUS JOKYMEHTOB U
JIpyrue TEXHUYECKHE CPeICTBA 00padOTKU peueBoid, rpaduuecKoi, BUIeo- 1 OYKBEHHO-
udpoBoit nHGopMaIK), TPOrpaMMHBIE CPEACTBA (ONEPAIlMOHHBIE CUCTEMBI, CHCTEMBI
yrnpaBieHus: 0a3aMu JaHHBIX U T.I1.), CPEJCTBA 3aLIUTHI HHPOPMAIIIH).

IlepconajbHbie AaHHbIE - Jt00as WHGOpPMAIUS, OTHOCSIIASCS K TPSIMO WA
KOCBEHHO OIPEICJICHHOMY WM OTpeaenseMoMy (Qu3ndeckoMy JHIy (CyOBEeKTY
NEPCOHANBHBIX JaHHBIX).

HHoab30Baress HHPOPMANUMOHHON CHCTEMBI - JIMIO, YYacCTBYIOIEE B
(GyHKIIMOHUPOBAaHUM WH(GOPMALMOHHON CHCTEMbI MJIM HCIIOJIB3YIOILEE PEe3ylbTaThl ee
(GYHKIIMOHUPOBAHMSL.

CpencrBa BBIYHCJIAUTENbHON TEeXHUKH - COBOKYIMHOCTh TPOTPAMMHBIX U
TEXHUUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKH NaHHBIX, CIOCOOHBIX (DYHKIMOHUPOBATDH
CaMOCTOSITENIbHO WJIM B COCTABE IPYTUX CUCTEM.

¥Yrpo3sl 0e3o0nacHocTH MHGOPMANMHU - COBOKYMHOCTh YCIOBUH U (PaKTOpOB,
CO3/II0IIMX OMAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIY4ailHOTO, IOCTyMa K
uH(bOpMaIMK, PE3YyIbTATOM KOTOPOTO MOXKET CTaTh YHUYTOKEHHE, HW3MEHEHHE,



OJIOKMpOBaHUE, KOMHPOBAHUE, pACHPOCTpaHEHHE UWH(GOPMALMK, a TaKXKe HHbBIX
HECaHKIIMOHUPOBAHHBIX JEHCTBUI Mpu ee 00paboTke B UH(POPMALIMOHHON CUCTEME.

YHuutoxkenue nHGopMamum - JCHCTBUS, B pe3yjbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTAaHOBHUTH COJIep)KaHHe MHPOpPMAIIUU B UH(DOPMALIMOHHOW CHUCTEME
U (WIK) B pe3yJibTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepUaIbHbIE HOCUTENU MH(GOPMALIHH.

YpoBeHb 3aIMINEHHOCTH MEPCOHAJIBHBIX JAHHBIX -  KOMIUICKCHBIM
MOKa3aTellb, XapaKTEepU3YIOIIUN TpeOOBaHUs, HUCIOIHEHUE KOTOPBIX OOecreYrBaeT
HEUTpaIM3aIMIO ONPEEICHHBIX YIpo3 0€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX MPU HX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MePCOHATBHBIX JAHHBIX.

HenocTHocTh wuHpoOpMamUMH - CHOCOOHOCTh CpPEJICTBA  BBIUMCIUTEIBHOU
TEXHUKU WM UHOOPMAITMOHHON CUCTEMbI 00€CTIeunBaTh HEM3MEHHOCTh HH(OpMAIIH B
YCJOBUSX CIYyYalHOTO H (WJIM) MPETHAMEPEHHOTO UCKKEHUS (pa3pylIeHus).

3. HOPAAOK OPTAHU3ALIMU U TPOBEJAEHUSA PABOT 11O
OBEC IIEYEHUIO BE3OITACHOCTH HH®OPMALINHU

3.1. Tlom  opranuzanueit  obecrmeueHuss  0€30MAaCHOCTH  3allUIIAeMOU
undopmaruu nipu ee obpadborke B MC monumaercs (popmMupoBaHHe W peav3arius
COBOKYITHOCTH COTJIACOBAHHBIX T10 IIEJTH, 3a7]a4aM, MECTY H BpEMEHH OPTaHU3aI[MOHHBIX
M TEXHUYECKUX MEPONPUSITHI, HANPABJICHHBIX HAa MHHUMHU3AIMIO yiiepda oOT
BO3MOXKHOM  peanu3amnuu  yrpo3  0Oe30macHOCTH  3aluiiaeMod  uHdopmaiuwy,
peanu3yeMbIX B paMKax CO37aBaeéMOM CUCTEMBI 3aiuThl nHpopManmu (nanee - C3M1).

3.2. C3U BxmtouaeT B ce0s OpraHU3allMOHHbIE W (MJIM) TEXHUYECKUE MEPHI,
OTIpe/ICIICHHBIC C YUETOM aKTyalbHBIX YTPo3 O€30MacHOCTH 3aluIaeMoil HHGOPMAIIHH,
YPOBHSI 3aIIMIIIEHHOCTH MEPCOHANBHBIX NaHHbIX (Hanee - [1J[H), KOTOpBI HEOOXOANMMO
o0ecreunTh, Kiacca 3allUIIEHHOCTH TOCYAapCTBEHHOW HH(POPMAIMOHHOW CHCTEMBbI
(manee - 'MIC) u uaGOpMAIIMOHHBIX TEXHOJIOTHM, UCT0JIb3yeMbIX B VIC.

3.3. besonacuHocTts 3ammumiaemoit mHpopmaruu npu ee obOpabotke B MC
obecrieunBaeT BEAOMCTBO WJIM JIMIIO, OCYIIECTBISIONIEe OOpabOTKYy 3aluiaeMoin
nH(OpMAIUU TI0 TIOPYUYEHHIO BEJOMCTBA HA OCHOBAaHWH 3aKJIFOYAEMOTO C 3TUM JIUIIOM
JoroBOpa (mamee - YHOJHOMOYEHHOE JHIO). JoroBop MeEXIy BEIOMCTBOM U
YIOJIHOMOYCHHBIM JIUIIOM JOJDKEH MPEAyCMaTpUBaTh 00S3aHHOCTH YIIOJTHOMOUYEHHOTO
JUIIa 00eCIIeYnTh 0€30MacHOCTh 3aIuIaeMor nHdopmaluu rnpu ee oopadorke B C.

3.4. 3ammra wuHpopManuu, coxaepxameiics B MC, oOecrneunBaercs myTem
BBITIOJITHCHHUSI BEJIOMCTBOM TPEOOBaHMI K OpraHU3alMM 3allldThl HWH(OpMaIuHy,
conepxkaieiics B IC, u TpeOboBaHuil K MepaM 3alUThl HH(GOPMALIUH, COIEpKAIIEICs B
ncC.

3.5. BemomcTBOM Ha3HadaeTrcs JIMIO, OTBETCTBEHHOE 3a OpPTraHHU3AIUIO
00pabOTKU MEePCOHANBHBIX JAHHBIX IPU UX 00pabOTKE B BEIOMCTBE.



3.6. Jlms  obOecreyenust  Oe30macHOCTH  3alMIaeMod  HHpopmanmu,
conepxkamieiics B C, BeIOMCTBOM Ha3HA4aeTCs CTPYKTYpHOE MOJpa3felieHue Win
JOJKHOCTHOE, JIMIO (COTPYIHMKH), OTBETCTBEHHOE 3a oOOecredeHre O0e30MacHOCTU
MEPCOHANBHBIX JIaHHBIX W 3a 3aIluTy WHGOpPMAIMH, HE COJep)Kallel CBEICHWUS,
COCTaBJISIIOLINE TOCYAApCTBEHHYIO TaliHy, B MH(QOPMAIIMOHHBIX CHCTEMaX BEIOMCTBA
(manee - OTBETCTBEHHBIN ).

3.7. Jlnsa mpoBeaenus pabOT Mo 3amuTe HHPOpPMAIMM B XOAE CO3MAHMA,
AKCIUTyaTallud ¥ BbIBOJAa u3 HIKciuryaranuu MC BegoMcTBa B COOTBETCTBUU C
3aKOHOJATeNbCTBOM Poccuiickoit ®denepauuu npu HEOOXOAMMOCTH IMPHUBIEKAKOTCS
OpraHu3allii, HMEIOIIHNE JUIEH3UI0 Ha JIeATeIbHOCTh MO TEXHUYECKOM 3amuTe
KOH(DUIEeHIIHaTBbHON UHPOpMaUK B COOTBETCTBUM ¢ DeepaibHbIM 3aKOHOM OT 4 mast
2011 r. Ne 99-@3 «O nuneH3upoBaHUU OTAETBHBIX BUAOB AEATEIBHOCTI.

3.8. Ilpu HEOOXOIMMOCTH K OCYIIECTBICHUIO MEPOIPHUATUN IO OOHAPYKEHHUIO,
MPEAYNPSKACHAIO W JTMKBHUIAINNA TTOCIICCTBUNA KOMITBIOTEPHBIX aTaK U pearupOBAHHIO
Ha KOMITBIOTEPHBIC HWHIIUACHTBI MOTYT TPHUBJCKATHCS  CICIHAIN3UPOBAHHBIC
OpraHu3allNH, SIBJISIOIUECS aKKPEIUTOBAHHBIMH IIEHTPAMHU TOCYJapCTBEHHON CUCTEMBI
oOHapyXKEeHHsI, TPEAYNPESKIACHNAS 1 JINKBUIAIIUN TTOCIEACTBUN KOMIBIOTEPHBIX aTakK Ha
uHpopmarmonnsie pecypchl Poccuiickoit denepanuu (32 HCKIIOYEHUEM  Cliydas,
MPEyCMOTPEHHOTO MOANYHKTOM «O» myHkTa S5 VYkaza Ilpesumenta Poccuiickoii
Oenepanuu ot 1 mas 2022 r. No250 «O AOMOJHUTENBHBIX MEpax MO OOECICUCHUIO
uHdopmarmonHoi 6e3onacHoctu Poccuiickoit deneparumny).

3.9. Jna obOecnedyeHus 3ammThl WHGopMamuu, coaepxameiics B MC,
MIPUMEHSIOTCS CPEJICTBA 3allUThl WH(OPMAINH, MPOIIEANINE OIEHKY COOTBETCTBHS B
dhopme obs3aTenbHON cepTU(HUKAIIMA HA COOTBETCTBUE TPEOOBAHUSM IO 0€30IaCHOCTH
nH(pOpMauu B COOTBETCTBHH CcO cTaTheil 5 denepanbHoro 3akona ot 27 aexadps 2002
r. No 184-®D3 «O TeXHUYECKOM PEryJIMPOBAHUMNY.

3.10. 3ammTa napopmanuu, comepxkameiics B UC, SBIsICTCS COCTaBHON 9acThIO
pabot no co3ganuto u skcruryatanuu MC u obecrieunBaeTcst Ha BceX CTaausx (dTamax)
€€ Co3JaHus, B XOJIe¢ JKCIUIyaTalldd U BBIBOJA M3 JIKCIUTyaTallMd TyTeM MPUHATUS
OpPTaHU3aIMOHHBIX M TEXHWYCCKUX MEp 3allUThl WHGOPMAIMHM, HaIpaBJICHHBIX Ha
OyiokupoBaHue (HeWTpamu3anui) yrpo3 6esomacHoctu uHbopmammu B UC, B pamkax
C3U.

3.11. OpraHuzauvoOHHbIE U TEXHUYECKHME MEpbl 3alluThl MH(OpMaIuHu,
peanu3yembie B paMkax C3V, momKHBI OBITH HAMPABJICHBI HA UCKITIOYEHUE:

- HEMPaBOMEPHBIX J0CTYTIA, KOITMPOBaHUS, MIPEIOCTaBICHUS WU
pacnipoctpaHeHus nadopmaruu (obecnederHre KOHPUACHITUATHPHOCTA HH(POpMAIUN);

- HEMPaBOMEPHBIX YHUYTOXEHUS WIM MOAUGUIIUPOBaHUS HUHPOpMAIIUN
(obOecnieueHue 1ETOCTHOCTH UH(GOPMAIIUN);

- HempaBoMepHOro OyiokupoBaHusi uWH(popmaluu (0OecrmeueHne TOCTYMHOCTH
uHopMaImm).

3.12. JIns obecnedyenus 3ammThl WHGoOpMamuu, coxaepxameiica B HC,
MIPOBOJIATCS CIAEAYIOIINE MEPOTIPUSITHS:

- (opmupoBanue TpeboBaHul K 3amure nHGopmanuu, conepxaieiics B UC;



- paspaborka C3U;

- BHeapenue C3U;

- arrecrauus MC no TpeGoBaHUAM 3alUThl MHpOpMaIUKU (Jajnee - arrecTanus
15(O)

- obecrniedyeHue 3alUThl HHGOPMAIIMKU B XO€ dKCIUTyaTaluu arrectoBanHoi 1C;

- obOecrnieyeHure 3amUThl  MHGOPMAIMK TIPU  BBIBOJE W3  OKCIUIyaTalluu
arrecroBanHoii MC wnm mocne mNpuHATHS penieHus 00 OKOHYaHUM 00paboTKu
uHopMarmm.

3.13. B nensix ocymecTBIEHUSI MOHUTOPHHTA, MPEAYCMOTPEHHOTO MOIIMYHKTOM
«B» myHKTa 5 Ykaza [Ipesuaenta Poccuiickoit @eneparuu ot 1 mast 2022 r. Ne 250 «O
JOTIOJTHUTENBHBIX ~Mepax 1o oOecreyeHuto MHGOPMAIIMOHHON  0€30MacHOCTH
Poccuiickoii ®enepanun», AOHKHOCTHBIM JIMIIAM OPraHoOB (eaepaibHOM  CITyX Obl
0€30MMacHOCTH pa3pelaeTcsi OeCpensITCTBEHHbIN AOCTYI (B TOM YHUCIE yAAJCHHBIN) K
MPUHAAJIEKANIMM BEJIOMCTBY JIMOO HCIOJIB3YEMBIM BEIOMCTBOM HH(POPMALIMOHHBIM
pecypcaM, JOCTyIl K KOTOpPbIM OOECHEYMBAETCS MOCPEICTBOM HCIOJIb30BAaHUS
MH(}OPMaLIMOHHO-TEIEKOMMYHHUKAITMOHHOM ceTu «IHTepHEeT».

3.14. OtBeTcTBeHHBIN 3a obOecmedeHne WHGOPMAIIMOHHONW 0O€30MMacHOCTH
OCYLIECTBJISIET OPraHU3aLNAI0 U KOHTPOJIb HCIIOJIHEHUS:

- YKa3aHWW, JAHHBIX OpraHamu QeaepanbHON CiIyX Obl O€30MaCHOCTH IO
pe3ynbTaTaM MOHUTOPHUHIA;

- OpraHM3allMOHHBIX U TEXHUYECKHX Mep, pelIeHHe O Heo0X0IUMOCTH
OCYILIECTBJICHUSI KOTOPHIX MpUHATO DenepanbHoil cityx00it 6e3omacHocTr Poccuiickoi
Oenepanuu 1 DegepanbHON CIIyKO0W M0 TEXHUUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO B
Ipeziesiax UX KOMIIETEHIIMY U HaIlPaBJIEHO B aJIpeC BEJOMCTBA.

4. ®POPMUPOBAHUE TPEBOBAHUMU K 3ALIUTE UH®OPMALIUUA,
COJIEPXKAIIENACA B UHOOPMAIIMOHHOM CUCTEME

4.1. dopmupoBanue TpeOOBaHWU K 3aluTe HMH(OpMAIUHU, COAEp)KaIleiics B
NC, ocyiiecTBiisieTcsi BEAOMCTBOM.

4.2. dopmupoBanue TpeOOBaHWU K 3amuTe WH(POpMAIMU, COAEpIKAIICHCS B
NC, Bxirouaer:

- TMPUHATHE PEHICHUS O HEOOXOIUMOCTH 3alUThl HH(MOOPMALIUK, COJepKaIIEHCs
B UC;

- kinaccudukanuio MC mo TpeGoBaHUSAM 3allUThl MH(OpPMAIUU, ONpeneseHue
ypoBHs 3amnuiierrocty [1/1a npu ux o6padotke B UC;

- ompeneneHrue yrpo3 6e30macHOCTH HHPOPMAIIUU, peaan3aius KOTOPhIX MOXKET
MPUBECTH K HapylieHuto Oe3omnacHoct uH(opmanuu B UC, u pa3paboTky Ha HX
OCHOBE MO/JIENIH yTpo3 0e30MacHOCTH HHPOPpMAIH;

- onpenenenue Tpedoanuii k C3U.

4.3. Tlpu npuHATAM peUIEHUS O HEOOXOAMMOCTH 3alUThl HWH(POPMAIIUH,
coaepxaieiics B UC, ocymiecTBisieTcs:

- ananu3 ueneut cozganus UC u 3anay, pemaemsix 3tor MC;



- omnpenenenue nHbopmarmu, noiexamei oopadorke B C;

- aHaJIM3 HOPMATUBHBIX MPABOBBIX AaKTOB, METOAMYECKUX JTOKYMEHTOB U
HAIMOHAJIBHBIX CTAHJIAPTOB, KOTOPBIM JIOJIKHA cOOTBEeTCTBOBaTh MC;

- MpUHATHE pelieHus 0 HeoOxoauMocTH co3aanus C3U, a Takxke onpeaesieHue
nenet u 3amad 3amuThl uHGopManuu B MC, ocHOBHBIX 3TanoB co3aanus C3U u
GbyHKUMI 10 00ecrieyeHuto 3aluThl HHbopMaiuu, cogepxkaieiics B UC.

4.4. Pesynprarsl knaccudukanuu UC ohopmMisiroTess akToM KitaccupuKaIum.

4.5. Pesynbrarsl onpeneneHus ypoBHs 3amuiieHHocT 110 npu ux o6padoTke
B UIC 0dopMIISIOTCS aKTOM ONPEIEICHUs YPOBHS 3alIUIIIEHHOCTH.

4.6. VYrpo3sl 0e30MacHOCTH HHGPOPMALMKU OMPENEISIOTCS 10 pe3yJbTaTaM
OLICHKH BO3MOXHOCTEW (TOTEHIIMAIa) BHEIIHUX U BHYTPEHHUX HApYIIUTENEH, aHalIu3a
BO3MOXHBIX ysi3BUMOcTel MC, BO3MOKHBIX CITIOCOOOB peasin3allui Yrpo3 0€30MacHOCTH
uH(pOpMallMl MU TOCIEACTBUHA OT HApYyLIEHUS CBOMCTB 0O€30macHOCTH HMH(OpManuu
(KoH(pUACHIIMATBEHOCTH, LIETOCTHOCTH, TOCTYITHOCTH).

4.7. B xauecTBe HCXOJHBIX JAHHBIX ISl OMPEACNICHHUS yrpo3 0e30MacHOCTH
uHbOpMallUl HCHOJNb3yeTcd OaHK JaHHBIX yrpo3 0e30macHOCTH  HMH(pOpMAIUU
(bdu.fstec.ru), Begenue koroporo ocyuectpisiercs ®CTIK Poccun.

4.8. Tlpu ompeneneHun yrpo3 ©O0€30MaCHOCTH HHGPOPMALUU YUUTHIBAIOTCSA
CTPYKTypHO-(pyHKIIMOHANIBbHBIE XapakTepuctuku HWC, BKIIOYarOMMEe CTPYKTYpY U
coctraB UC, ¢usnueckue, J0orudeckue, (QYHKIUOHAIBHBIE U TEXHOJIOTHYECKUE
B3auMoOcBs3u  Mexay cermeHtamu WC, ¢ wunbiMu HMC u  uHpOpManmoHHO-
TEJICeKOMMYHUKAIIMOHHBIMU CETSIMHU, pexuMbl 00padoTkn nHpopmammu B UC u B ee
OTIIETLHBIX CETMEHTax, a Takke WuHble Xapaktepuctukun WC, mnpumeHsiembie
nH(OpPMAIIMOHHBIC TEXHOJIOTUHA U OCOOCHHOCTH €€ (PYHKITMOHUPOBAHMSI.

4.9. Tlo pe3ympTaTam OmIpeaeIeHUS yrpo3 0e30macHOCTH WHMOpPMALUUA TpU
HEOOXOUMOCTH pa3padaThIBalOTCS PEKOMEHIAIMH MO KOPPEKTUPOBKE CTPYKTYPHO-
byHKIMoHanbHBIX ~ Xapaktepuctuk  MC, HampaBneHHble Ha  OJIOKMpOBaHHE
(HeTpanu3aiuio) OTAEIbHBIX YTpo3 6€30macHOCTH HH(pOpMaIUn.

4.10. Mogens yrpo3 0e3omacHOCTH WH(MOpPMAIUU JAOJKHA COJIEPKaTh OMKUCAHUE
HUC u ee cTpyKTypHO-(DYHKIMOHAIBHBIX XapaKTEPUCTHK, a TaKXKe OIMHUCaHUE Yrpo3
0e3omacHOCTH HMH(OpPMAIMK, BKJIIOYAIOIIEe OMUCAaHHE BO3MOXKHOCTEW HapylIuTesen
(Mozlens HapyIIMTENs), BO3MOXKHBIX ys3Bumocteil C, cnocoboB peanu3anuu yrpos
Oe3omacHOCTH WH(OpPMAMKM W TIOCIEACTBHA OT HApYyIICHHs CBONCTB O€30MacHOCTH
uH(popmaIuu.

4.11. TpeboBanuss k C3U omnpenensitorcs B 3aBUCUMOCTH OT  KJlacca
samuiennoct VC, yposus 3anmmendocty [1[{n npu ux o6padotke B C u yrpo3
O6e3zonmacHocTH  WHGOPMAIMK, BKJIIOYEHHBIX B MOJEIb Yrpo3  0€30MacHOCTH
uHpopmanuu.

4.12. Tlpu omnpenenenun TtpeboBanud k C3UM  yuuTHIBAIOTCS MOJIOKEHUS
MOJIMTUKHU BEJOMCTBA B OTHOIIEHUH 00PaOOTKH NMEPCOHANBHBIX IaHHBIX.

5. PABPABOTKA CUCTEMBbI 3AHIUTHBI UHOOPMAILINA



5.1. Pazpabortka C3U opranusyercs BeAOMCTBOM.

5.2. Pazpabotrka C3U ocymecTBiseTcss B COOTBETCTBHH C TEXHUYECKUM
3amanueM Ha cozianue C3U 1 B TOM duciie BKIIIOYAECT:

- npoektupoBanue C3U:

- pa3paboTKy dKCILTyaTallMOHHON JqokymeHTanuu Ha C3U;

- MaketupoBaHue u TectupoBanue C3U (mpu HEOOXOAUMOCTH).

5.3. C3U nHe pgomxHa MPEMATCTBOBATh NOCTIDKECHHIO Teeil co3ganus C u ee
(YHKIMOHUPOBAHMUIO.

5.4. [Ilpu paszpadborke C3U yuutsiBaeTcs ee MH(YOPMAITMOHHOE B3aUMOICHCTBIC
¢ uabiMu VIC u nHGOpMAaIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETSIMU.

5.5. Ilpu mpoexktupoBannu C3U ocyIiecTBISIOTCS CIEAYIONNE MEPOTIPUSITHUSA:

- ONpPENeNsAIoTCs THUIBI CyOBEKTOB JOCTYMa (TI0JIb30BATENH, MPOLECCH U HHbIE
CyOBeKTBl JOCTyna) ©U OOBEKTOB JOCTYIA, SBISIOMIUXCS OOBEKTaMH 3alllUThI
(yctpoiicTBa, 00BEKTHI (DaiJIOBOM CHUCTEMBI, 3alyCKA€MbI€ U HCIIOJHSEMBIC MOYJIH,
OOBEKTBI CUCTEMBI YIIpaBJIEHUSI 0a3aMu JaHHBIX, OOBEKTHI, CO3/1aBAEMbIE MPUKIIATHBIM
MIPOTPaMMHBIM O0ecrieYeHUEM, HHbIE 0OBEKTHI JOCTYIIA);

- ONpPENENSIOTCS METO/Ibl YIPABICHUS TOCTYNOM (IMCKPELMOHHBIN, MaHIaTHBIH,
POJIEBOM WJIM MHBIE METObI), TUIBI JOCTyIa (YTCHUE, 3aIUCh, BHITIOJHEHNUE WU HUHBIC
THUIIBI JIOCTYyNa) U MpaBuja pa3rpaHUyYEHusi JOCTyna CyOBEKTOB JOCTyINa K OObEKTaM
JocTyna (Ha OCHOBE CIIMCKOB, METOK O€30MaCHOCTH, pOJIed M HHBIX IPaBHII),
nojiexaiue peanusamuu B C;

- BBIOMpAIOTCS MEpHI 3alMThl HH(MOpMAINH, MoyIexkamue peanuzanuu B C3U;

- ONpeNeNsioTCs  BUABL M TUIBI  CPEIACTB  3alllUThl  HMH(OpMAaIUH,
00ecCIeunBaoIINe peaTn3alnio TEXHUYECKUX Mep 3aIUThl HHDOpPMAIUH:

- omnpenensiercs ctpykrypa C3U, Bkimodas coctaB (KOJIMYECTBO) M MeCTa
pa3MEILEHUs €€ SJIEMEHTOB;

- OCYILECTBIIACTCS BHIOOP CPEACTB 3alUThl HH(OPMAIUH, CepTUHULIUPOBAHHBIX
Ha COOTBETCTBHME TPEOOBaHUAM 110 O€30macHOCTH WHGOPMAIMK, C YY4EeTOM UX
CTOMMOCTH, COBMECTUMOCTH C WH(MOPMAIMOHHBIMU TEXHOJOTHUSAMH W TEXHUUYECKUMHU
cpeacTBamu, GyHKIMNA O€30MACHOCTH ITUX CPEACTB U OCOOCHHOCTEH MX pean3alui, a
Takke kiacca 3amumensoctd UC, ypoBus 3amumienHoct /[ mpu nx oOpaboTke B
ncGC;

- ONpenesnsoTcss TpeOOBaHMS K MapamMeTpaM HACTPOWKH MPOTrpaMMHOIO
oOecrniedeHus, BKJIIOYas MPOrpaMMHOE OOECHedeHHE CPEICTB 3aIlMThl MH()OpMAaIHH,
o0ecreynBaIIie pealn3alrio Mep 3alluThl HHQOpMalUM, a TaKXKe YCTpaHEHUE
BO3MOXHBIX ys3BuMocTeil [IC, nmpuBoasiux K BO3HMKHOBEHHIO yrpo3 0€30MacHOCTH
uHdopmanuu;

- ONpEeNeNstoTCs Mepbl 3alluThl  WHGOpMAUM Tpu  UHGOPMAIMOHHOM
B3auMoieicTBiM ¢ nHbIMUA VIC 11 HHpOPMAIIMOHHO-TEIICKOMMYHUKAITMOHHBIMHA CETSIMH.

5.6. Pesynbrarel mpoektupoBaHusi C3M  oTpaxkarorcs B IPOEKTHOMU
nokymeHTanuu Ha MC.

5.7. Ilpu oOTCyTcTBUM HEOOXOJUMBIX CPEICTB 3alllUThl  HMH(OpPMAIHH,
CEpTU(PUIIMPOBAHHBIX HA COOTBETCTBUE TPEOOBAHMAM IO O€30MAaCHOCTH MH(MOpPMAIIH,



opraHusyeTrcsi pa3paboTka (mopaboTKa) CpEACTB 3alUThl HWHPOPMAIMA W UX
cepTuduKanus B COOTBETCTBUH C 3aKOHOJATENHCTBOM Poccuiickoit denepanuu wim
IPOU3BOIUTCS KOPPEKTUPOBKA MpoeKTHBIX perieHuit no MC u (unu) ee C3U ¢ yuetom
(GYHKITMOHATBHBIX BO3MOXXHOCTEH MMEIOIIUXCS CEPTUPUIIMPOBAHHBIX CPEACTB 3aIIUTHI
uHopMarmm.

5.8. Pazpabortka sxcrutyataninoHHO#M nokyMeHnTanuu Ha C3U ocymiecTBisieTcs B
COOTBETCTBUM C TEXHUYECKUM 3a/laHieM Ha co3znanue C3U.

5.9. [Ilpu maketupoBanuu u TectupoBaHuu C3U1 B TOM umncie OCyIIECTBISIOTCS:

- TpoBepKa paboTOCIOCOOHOCTM M COBMECTHMMOCTH BBIOpAHHBIX CPEICTB
3amuThl  MHQOpMaMu ¢ MHOOPMAIMOHHBIMU TEXHOJOTHSIMA M TEXHUYECKUMU
CpPEACTBAMHU;

- MpOBEPKA BBINOJHEHUSI BBIOPAHHBIMU CpPEACTBAMU 3ALUTHI HH(pOpMauu
TpeboBanuii k C3U;

- KOpPPEKTHUPOBKA MPOEKTHBIX PEIICHU, pa3paboTaHHbIX 1pu co3aanuu C3U.

5.10. MaxketupoBanue C3U um ee TecTHpOBAaHHME MOKET MPOBOJIUTHCS B TOM
YHUCJIE C HUCIOJIb30BAaHUEM CPEACTB U METOA0B MozennpoBaHus MC u TexHONIOruin
BUPTYyaJIU3aL1U.

6. BHEJAPEHUE CUCTEMbI 3ALLIUTBI UTHOOPMALIUN

6. 1. Buenpenune C3U opranusyercsi BEJOMCTBOM.

6.1. Bueapenme C3U ocymecTBisieTCI B COOTBETCTBHU C TPOSKTHOW U
AKCIUTyaTallMOHHOW nokyMmeHTauued Ha C3U1 u B TOM 4uCIe BKIIFOYAET:

- YCTaHOBKY M HAaCTPOMKY cpencTs 3amuTsl nHdopmaiuu B UC;

- pa3paboOTKy JOKYMEHTOB, OIpEACNAIONIMX TMpaBuia M  HPOLEAYpHI,
peayin3yeMble BEJOMCTBOM Jisi oOecniedueHus 3ammuTsl nHpopmamuu B MC B xone ee
AKCIUTyaTaluu (J1ajiee - OpraHUu3alMOHHO-PACTIOPSANTENbHBIE JOKYMEHTBI MO 3allUTe
uHpopmanun);

- BHEJPEHHE OPTaHU3AIMOHHBIX MEp 3alUThl HHPOPMAIIUH;

- mnpenaputenbHbie ucnbiTanuss C3U (mpu HEOOX0AUMOCTH);

- ombITHYIO 9kcrutyaTanuio C3U (mpu HeoOXoauMocTn);

- aHanmu3 ys3BuMoctedl MC u mpuHstHe Mep 3ammuThl MHQOpMALUMU MO HX
YCTPaHEHHUIO;

- npueMounble ucneitTanus C3U (mpu He0OX0AMMOCTH).

6.2. VYcraHoBka H HacTpoiika cpenct 3ammtbl uHpopmaruun B MC mgomxHa
IIPOBOJIUTHCA B COOTBETCTBHM C 3KCIUTyaTaMOHHOM aokyMeHtauued Ha C3U u
JOKYMEHTAIMEH Ha Cpe/ICTBA 3alUThl HHOPMAIUH.

6.3. PazpabarbiBaemble OpPraHU3aUOHHO-PACHIOPSIUTEIbHBIE JOKYMEHTBI IO
3amuTe MHPOPMALMK JOJKHBI ONPEAETATh MPaBUia U MPOLEIYPHI:

- IJIAHUPOBAHUS MEPOIpUsATUi 1o 3ammre nHpopmanuu B UC;

- ynpasienus (aaMuHuctpupoBanus) C3U;

- BBISBJICHHS] MHUUJCHTOB (OJHOTO COOBITHSI MJIM TPYIIBI COOBITHI), KOTOpHIE
MOTYT TpHUBECTH K c00sM wiau HapymieHuto (yHkuuonupoBanus MC u (umm)



BO3HMKHOBEHHIO yrpo3 0e30MacHOCTH WHpOpManuu (najgee - WHIUACHTBI), U
pearupoBaHus HA HUX;

- ynpasienus koHpurypamnuei arrectopanHot UC u C3U;

- KOHTpoJiZ 3a oOecreuyeHneM YpOBHS  3allUIICHHOCTH  WH(pOpMAaInH,
conepxkamerics B UC;

- uHdopMmupoBaHus U o0yuenus nepconana UC;

- 3ammThl HH(pOpPMAIMKU TIPU BBIBOAE U3 dKciuryaTaruu C wim mocie mpuHsATHS
penieHus 00 OKOHYaHUU 00pabOTKH MH(OPMAIIUH.

6.4. Ilpm BHeApeHWH OPraHW3AlMOHHBIX MEp 3aIlUThl  HHPOPMAIUU
OCYILECTBIISIFOTCS:

-peayiv3anys TpaBWI pPAa3TPAHUYECHUS JOCTYIa, PErJIaMEHTHUPYIOIIUX MpaBa
noctyna cyOBEKTOB JIOCTyNa K OOBEKTaM JIOCTYINa, W BBEICHHE OIPAaHUYEHUU Ha
JNEUCTBUS MOJb30BATEIEH, a TAK)KE Ha U3MEHEHUE YCIIOBHM SKCIUTyaTallid, COCTaBa U
KOH(UTYpalU TEXHUYECKUX CPEACTB U MPOTPAMMHOTO 00ECIICUEHUS:

- MpOBEpPKa TMOJHOTHI M JETaJbHOCTH ONHUCAaHUA B OPraHU3aLUOHHO-
pacnopsaIMTEIbHBIX JOKYMEHTaX MO0 3amuTe HHGOpMAaIK IeUCTBUM MOJb30BaTeNel U
angmuuuctparopoB C no peanuzanuy opraHu3alMOHHBIX MEp 3allUThl UHPOpMAIUK;

- 0TpaboTKa NEUCTBUIN JOHKHOCTHBIX JIUII M TIOJIpa3/IeJICHUI, OTBETCTBEHHBIX 3a
peanu3aiuio Mep 3aluThl HHHOPMALIUH.

6. 6. [IpenBapurenbHbIe VCIIBITaHUSA C3U BKJIIOYAIOT  IIPOBEPKY
paborocniocoonoct C3U, a Takke NPUHATHE PEIICHUS O BO3MOXHOCTH OIBITHOMN
skcrryatauuu C3U.

6.7. OmnbiTHas skcrutyatanusa C3U Bkirodaer mpoBepKy (YHKIIMOHUPOBAHUS
C3U, B TOM uucie peaJu30BaHHBIX MEp 3alUThl MHPOPMAILUU, & TaKKE TOTOBHOCTH
MOJIb30BATENICH U IMUHUCTPATOPOB K AKcIuryaTauuu C3U.

6.8. Anamuz ys3zpumocteit C mpoBomuTcs B IENSX OLEHKH BO3MOKHOCTU
npeoaoJieHust HapymuteneMm C3U 1 npenoTBpalieHus peaiu3aluy yrpo3 60€301nacHOCTH
uHdopmaruu. Ananu3 ys3Bumoctedt MC BkitodaeT aHanm3 YA3BUMOCTEH CPEACTB
3amuThl MHPOPMAIIUU, TEXHUYECKUX CPeNICTB U nporpamMmmuoro obecrneuenus VC. [Ipu
ananuse ys3sumocter MC npoBepsieTcsi OTCYTCTBUE U3BECTHBIX YA3BHUMOCTEN CPEICTB
3amuThl UHQOPMAITUH, TEXHUYECKUX CPEJCTB U MPOTPAMMHOTO OOECIICUYCHHS, B TOM
YHCIIe C YYETOM MH(POpPMAIIUU, UMEIOIIEHCsS y pa3pab0TUMKOB U MOJYYEHHON U3 IPYTUX
00111eT0CTYITHBIX HICTOYHUKOB, TPABUJIBHOCTh YCTAHOBKU U HACTPOUKHU CPEJCTB 3AIIUTHI
uH(OpMaIMK, TEXHUYECKUX CPEJICTB W TPOrPaMMHOTO OOCCTICUCHHs, a TaKKe
KOPPEKTHOCTh Pa0OThI CPEACTB 3alUThl WHPOPMAIIMU TP MX B3aUMOJCUCTBUU C
TEXHUYECKMMHU CPEJICTBAMU U MIPOTPaMMHBIM obecrieueHrneM. B cirydae BhIIBICHUS
ysi3Bumocteit UC, mnpuBoasimmxXx K BO3HUKHOBEHUIO JOMOJHHUTEIBHBIX  YIPO3
0e3onmacHOCTH HH(OpMaAIUU, MPOBOAUTCS YTOUHEHHE MOJEIHU YIrpo3 0Oe30MacHOCTH
uH(OpMAIMU ¥ MPU HEOOXOAMMOCTA TMPUHUMAIOTCS JOTIOJHUTEIHHBIE MEPHI 3aIIUTHI
uH(poOpMaIlMK, HAMpaBJICHHbIE Ha YCTPAaHEHUE BBISABICHHBIX YSI3BUMOCTEH WM
HCKJIIOYAIOIINE  BO3MOXXHOCTh  HCIOJB30BAaHUSI  HAPYIIUTEIEM  BbISBICHHBIX
ys3BuMocTeil. [lo pesynpTaTam aHanm3a ysS3BUMOCTEH JOHKHO OBITH TOJITBEPKIACHO,
yto B HMC OTCYTCTBYIOT YSI3BUMOCTH, COJAepamniuecss B OaHKe JaHHBIX Yrpo3



6e3onacHoctn nHpopmanmun GCTIOK Poccun, a Takke B MHBIX UCTOYHUKAX, WM HUX
UCTIOJIh30BaHUE (PKCIUTyaTallnsl) HAPYIIUTEIeM HEBO3MOXKHO.

6.9. Ilpuemounbie wucnobiTanuss C3W  BKIIOYAIOT TPOBEPKY BBHINOJIHEHHS
TpeboBanuii kK C31 B COOTBETCTBUM C TEXHUYECKHUM 3a7aHueM Ha co3aanue C3U.

7. ATTECTAIIUSA UH®OPMAIIMOHHOMN CUCTEMBI

7.1. Arrecranuss WC mnpoBoauTcs Ha J3Tamne €€ CO3JaHus WIA pPa3BUTHUSA
(MomepHM3alMKM) U TPEyCMAaTPUBAECT MPOBEICHUE KOMIUIEKCA OpPraHU3allMOHHBIX U
TEXHUYECKUX MEPONPUITHH U paboT (aTTeCTAllMOHHBIX HUCIBITaHWI), B pe3yJbTaTe
KOTOpBIX noATBepxkaaercs coorBerctBue MC TpeboBaHusM 1o 3amure nHGOpMaIuu B
ychnoBHSX €€ 3kcruryarauuu. Jlomyckaercs nposenenue arrectaunu MC Ha stame ee
SKCIUTyaTallMM B Clly4ae, €CJIM BEJOMCTBOM MPHUHATO pelieHue o0 o00paboTke
3amuiaemMoi nHdopMauu nociie BBojAa B akciuryatanuto NC.

7.2. Jlns mpoBemeHWsS aTTECTAIlMOHHBIX HWCIHBITAHWA BEIOMCTBO IPHBJIECKACT
OpraHM3alli0, UMEKIIYI0 JHUIEH3UI0 Ha OCYIIECTBICHUE JEATEIBHOCTH MO
TEXHUYECKOU 3anmuTe KoHpuaeHmanpHol nHopManuu (¢ mpaBoM MpoBeAeHUs padoT
M OKa3aHUs YCIYT MO aTTECTAllMOHHBIM HCIBITAHUSAM MU aTTECTALIMM HAa COOTBETCTBHUE
TpeboBaHUsIM 110 3amuTe nHpopmaiiun), Beiannyo @CTIK Poccun B COOTBETCTBUU C
[TonoxxeHneM ©O  JIMIICH3UPOBAHWU  JICATEIBHOCTH IO TEXHUYECKOM  3alluTe
KoH(uIeHIManbHON HH(pOpMAIlUK, YTBEPKIACHHBIM TMOCTaHOBIeHUEM lIpaBuTenbcTBa
Poccuiickoit @enepanuu ot 3 geBpans 2012 r. No 79 (nanee - opras 1o aTTeCTaium).

7.3. Cpok mpoBeaeHusi pabor mno arrectamuu WMC  ycranaBiauBaercs
BEJIOMCTBOM IO COTJIACOBAHHUIO C OPraHOM MO aTTECTALMH, HO HE MOYKET IMPEBBIIATH
YETBIPEX MECSIIEB.

7.4. Tlpoenenue arTecTallMOHHBIX HCHbITaHUN MC HOKHOCTHBIMU JIMIIAMU,
OCYUIECTBJISIOIMMH MTpoekTupoBanue u (min) BHeapenue C3U UC, He nomyckaercs.

7.5.  Jlng npoBeaeHUss padOT MO aTTECTAIlMd BEJIOMCTBO IPEACTABISCT B OpraH
M0 aTTeCTalliy CIEAYIONIUE TOKYMEHThl WM HUX KOMHH (M0 PEIICHHI0 BEIOMCTBA
JOKYMEHTBI (MX KOMHH) MOTYT OBITh NPEJCTABJICHbl B OpraH IO aTTeCTallid B BUJIC
ANEKTPOHHBIX TIOKYMEHTOB):

- texHuyeckuid macnopt Ha MC mo ¢dopme cornacHo npusoxkenutro Ne 1 k
[Topsinky opraHuzaniud W TPOBEACHUS pabOT IO  aTTecTallud  OOBEKTOB
uH(poOpMaTHU3allMM HA COOTBETCTBHE TPeOOBaHWSAM O 3amuTe WHOOpPMAIUU
OTpaHUYEHHOTO0  JOCTyla, HE  COCTaBIAIONIEM  TOCyJapCTBEHHYIO  TaiiHy,
yrBepxkieHHOMY npukazoM @CTOK Poccum ot 29 anpens 2021 r. Ne 77;

- akTt kinaccudukanuu MC no dopme cormacHo mpunokeruto Ne 3 k [lopsaky
OpraHu3allid W TPOBEJICHUS pabOT MO aTTecTaluu OOBEKTOB MH(OpMaTH3aluM Ha
COOTBETCTBHE TPEOOBAHMSIM O 3amUTe WHPOPMANMHA OTPAHUYCHHOTO JOCTymNa, HE
COCTAaBJISIIONIEN TOCYIapCTBEHHYIO TailHy, yTBep)aeHHoMY npukazoM OCTIK Poccun
ot 29 anpens 2021 r. Ne 77;

- aKT ompenaeneHus ypoBHs 3amuiieHHocTH [1/]n npu ux o6padotke B UC (mpu
obpaboTtke B artectyemoit C I1/1n);



- MOJeTb Yrpo3 6e30MmacHOCTH HH(pOopMaLnu;

- TEXHHYECKOE 3aJlaHhe Ha co3gaHue (pasputue, moaepuuzauuto) [1C u (unm)
YacTHOE TEXHMYECKOE 3a/JlaHhe Ha Co3JaHue (pa3BUTHE, MOJEPHU3ALNIO) CHUCTEMBbI
3amuThl nHGopMaruu [1C;

- MPOEKTHAas TIOKyMEHTallus Ha cuctemy 3aumuThl nHpopmanuu VC (B ciydae ee
pa3pabotku B xoje co3ganus NC);

- DKCIUTyaTall[MOHHAs JOKYMEHTalusi Ha cuctemy 3amutbl uHbopMmanuu UC u
IpUMEHSIEMbIE CPEJICTBA 3aIUTH HH(POPMAIINH;

- OpraHM3alMOHHO-PACHOPSAIUTENbHBIE JTOKYMEHTHI IO 3alluTe HH(pOpMauuu
BEJIOMCTBA, PErjaMEHTUPYIOIINUE 3aluTy HUHpopManuu B xojae skcmryaranuu UC, B
TOM YHCIIEe TUTaH Meponpusthil mo 3ammurte uHpopmanuu Ha WC, MTOKyMEHTHI IO
MOPSIIKY OLICHKHU yIpo3 0e301acHOCTH uH(popmaruu, yIPAaBIICHUIO
(aAMHUHUCTPUPOBAHUIO) CUCTEMOM 3aIIUTHI uHdopMaIuu. YIPaBJIECHUIO
koH(purypauueit UC, pearupoBaHuio Ha MHLIUJEHTHI 0€301aCHOCTH, HH()OPMUPOBAHUIO
1 OOy4eHHUIO TepCoHala, KOHTPOII 3a OOECIEUCHHEM YPOBHS 3alllUIIEHHOCTH
uHdopmaIuu (J1anee - TOKyMEHTHI 110 3a1uTe HHHOPMAIIIH);

-IOKYMEHTBI, COJEpXKalllue pe3ysbTaTbl aHamu3a ysa3Bumocren WMC wn
MIPUEMOYHBIX UCIBITAHUN cucTeMbl 3amuThl uHpopmanuu UC (B ciiydae mpoBeaeHus
aHaju3a v ucnelTanuii B xoze co3nanus MC).

7.6. Atrecranms WC mnpoBoauTcs B COOTBETCTBUU C TMPOTpaMMOi U
METOJMKaMHU aTTeCTAllMOHHBIX UcHbITaHUMU. [IporpaMma U METONMKU aTTeCTAalMOHHBIX
UCIIBITaHUI pa3pabaThIBa€TCSd OPraHOM IO aTTecTaluu B cooTBeTcTBUU ¢ [lopsaxom
OpraHu3alMi ¥ TPOBEACHHs] pabOT MO aTTeCTaluu OOBEKTOB WH(MOpMATH3ALUU HA
COOTBETCTBUE TpPeOOBaHMUSIM O 3alUTe HH(OpPMALMM OrPAaHUYEHHOIO JOCTyNa, HE
COCTAaBJISIFOIIEN TOCYJIAPCTBEHHYIO TalHy, yTBepx)IeHHbIM npukazom OCTIK Poccum
or 29 ampens 2021 1. Ne77, um cornacoBblBaeTcsi C BEIOMCTBOM. B xone
aTTECTAlMOHHBIX HCIBITAHUN OpPraH MO aTTeCTallud MOKET BHOCUTh H3MEHEHHUS B
porpaMMy W METOOUKH AaTTECTAMOHHBIX HCHOBITAHUN MO COIVIACOBAHUIO C
BEJIOMCTBOM.

7.7. B mnporpaMmy © METOJAWKH WCHBITAHUNU JOJDKHBI OBITh BKJIIOUCHBI
CIEAYIOIINE METObI MPOBEPOK (UCIBITAHUI):

- DKCHEPTHO-IOKYMEHTAIbHBII  METOJ, NpeayCMaTpUBAIOIIUNA  MPOBEPKY
cootBercTBUs C3U1 MC ycTaHOBIEHHBIM TpeOOBaHUSM MO 3alluTe MH(OpMAUU Ha
OCHOBE OLICHKHU IKCILTYyaTallMOHHON JOKYMEHTALUU. OpranuzaimoHHoO-
pacnopsIMTEIbHBIX JOKYMEHTOB [0 3allUTe HWH(OpManuu, a TakKkKe YCIOBUU
¢dbynkuuonuposanus UC;

- a”amu3 yasBumocted HMC, B TOM 4YuCle BBI3BaHHBIX HENPABWIBHON
HaCTPONKOM (KOH(GUTYpUPOBAHUEM) MPOTPAMMHOTO OOECIEUEHUS W CPEJICTB 3allIUThI
uHbOopMaIuy;

- ucnbiTanuss C3UM myTrem OCyIIECTBIEHUSI TMOMBITOK HECAHKIIMOHMPOBAHHOTO
nocryna (Bo3aeiicteus) k UC B 06xox ee C3U.

7.8. Jlomyckaercst arrectanuss MC Ha OCHOBE pe3ylbTaTOB aTTECTAI[MOHHBIX
UCIIBITAHUM BbIIeJIEeHHOTO Habopa cermeHToB UC, peanu3yromux nojaHy TEXHOIOTHIO



o0OpaboTku nHbopmanuu. B 3ToM cirydae pacrpocTpaHeHHe aTTecTaTa COOTBETCTBHSI Ha
npyrue cermeHTsl IC ocyniecTBiseTcsl MpU YCIOBUM UX COOTBETCTBUS cermeHnTam MC,
NOPOLIEAIIUM aTTeCTallMOHHBbIE HCHbITaHUA. CErMeHT CUUTAETCS COOTBETCTBYIOIIUM
cermeHTy MC, B OTHOLIEHUU KOTOPOro OBLIM MPOBEAECHBI ATTECTALIMOHHBIE UCIIBITAHMS,
€CJIM ISl YKA3aHHBIX CErMEHTOB YCTAaHOBJIEHBI OJMHAKOBBIE KJIACCHI 3aIIUIIEHHOCTH,
YPOBHU 3allUIEHHOCTH, YPOBHH Ba)KHOCTH, YIpoO3bl 0€30mMacHOCTH HH(OpMaIuu,
peanu3oBaHbl oiuHaKoBbIe TTpoekTHbIE peneHus no IC u ee C3U. B cermentax UC, na
KOTOpBIE PACHpPOCTPAHSIETCS aTTeCTaT COOTBETCTBUS. BemomcTBOM obOecrnednBaeTcs
COOMIO/IeHNe JKCIUTyaTallMOHHOW mokyMeHTanmu Ha C3U wm  opraHu3aoHHO-
pacnopsIMTEIbHBIX JOKYMEHTOB M0 3aluTe HHGOPMAIIIH.

7.9. Ocob6ennoctu arrectanuu MC Ha OCHOBe pe3yJbTaTOB aTTECTAllMOHHBIX
UCIIBITAaHUI BBIICIGHHOTO Ha0Opa €€ CErMEHTOB, a TaKXe YCJIOBUS M MOPSIAOK
pacnpocTpaHeHHusl aTTecTara COOTBETCTBHS Ha Apyrue cermeHThl MC aomxkHBI OBITH
ONpeJeNeHbl OPraHOM MO aTTECTAalMd B IMPOrpaMMe€ M METOJMKAX aTTECTAlMOHHBIX
WCIIBITaHUH, 3aKJIFOUEHNUN U aTTECTATE COOTBETCTBHSI.

7.10. B xome aTTECTAIlMOHHBIX HWCIBITAHUNH BEJIOMCTBOM MOXET BHOCHUTH
n3meHenuss B IC, B TOM yucie B apXUTEKTypy €€ CUCTEMbI 3alIUThl HHPOPMALIMH, B
uemnsix npusenenus UC B cooTBeTcTBUE € TPEOOBAHUSAMU 1O 3aIUTE UHPOPMALIHH.

7.11. Tlo pe3ynbTaTaM aTTECTAIMOHHBIX HMCIBITAHUNA BEAOMCTBO IOJY4YaeT OT
oprasa 1o aTrTecTaluu CIeayoIue JOKYMEHTHIL:

- 3aKJII0YEHUE M0 Pe3yIbTaTaM aTTecTallMOHHbIX ucnbiTanuii 11C;

- TMPOTOKOJ MO pe3yJibTaTaM aTTecTanroHHbIX ucnbitanni [1C.

7.12. B crmydae Hanu4us B MOJYIIEHHBIX BEJJOMCTBOM OT OpTaHa Mo aTTecTaluu
3aKIOYEHUU W TPOTOKOJIE CBEAEHUN O HAIMYMM HEJOCTATKOB (HECOOTBETCTBUI
cucteMsl 3auuThl nHGopMmanuu MC tpeboBaHuAM MO 3auTe UHPOPMaLMK) BEJOMCTBO
OLICHMBAET BO3MOXXHOCTb HMX YCTpaHeHMss B mnponecce arrecraumun HWC wu, npu
BO3MOKHOCTH, oOecrieunBaeTr uX ycrpaHeHue. llo pesynbraram ycTpaHeHHs BcCex
0003HAUYECHHBIX B 3aKJIIOYEHUH U MPOTOKOJE HEJOCTATKOB BEJOMCTBO O(OpMIIIET U
HaIpaBJIET B a/IpeC OpraHa Mo aTTecTallii YBEIOMIIEHHE 00 YCTpaHEHUH HEJOCTaTKOB
JUTSL OLIEHKH KQ4eCTBA UX YCTPAHEHHUSI.

7.13. Tlo pesynbTaTam OIICHKM KadecTBa YCTPAaHEHHUS HEIOCTAaTKOB OPraH Ii0
aTTeCTalid MOBTOPHO O(OpPMIISIET M HAmNpaBlIIET B aJpec BEIOMCTBA 3aKJIIOYEHHUE, B
KOTOpOE€ BKJIIOYAIOTCS CBEJEHUA 00 YCTpaHEHUU BEJOMCTBOM BCEX BBISBICHHBIX
HEJIOCTATKOB, a TaKXe JeJlaeTcsi BBbIBOJA O BO3MOXHOCTH BbIJJaud aTTecTara
COOTBETCTBHS TPEOOBAHUSAM MO 3alUTe UHPOpPMaLIUU (J1aiee - aTTeCTaT COOTBETCTBUS)
Ha UC.

7.14. BenoMcTBO B cilydae HECOTJIACHSI C BBISIBJICHHBIMU OPTraHOM I10 aTTeCTalluu
HEJOCTAaTKaMU U BBIBOJIAMH, COJEPKAIIMMHUCS B 3aKIIOYEHUM M TPOTOKOJIAX,
HAmpaBlIieT B TEYeHHE 5 pabouymx AHEH C MOMEHTa MOJYYeHHs 3aKJIIOUEHUs U
IPOTOKOJIOB MUCbMEHHOE OOpailieHne ¢ 000cHOBaHMEM Takoro Hecoriacus Bo @CTIOK
Poccun.

K oOpamenuto mnpunaraiorcs B SJICKTPOHHOM BHUJAE KOIMHHU  CJIEAYIOIINX
JIOKYMEHTOB:



- texHuueckui macnopt Ha UC;

- akt knaccuduxanuu UC nmo gopme cormacuo mpunoxkenuto Ne 3 k [opsinky
OpraHu3allid M TpOBeIeHUs] padOT MO aTTecTaluu OOBEKTOB WH(MOpPMAaTH3alUM Ha
COOTBETCTBUE TpeOOBaHMSIM O 3alUTe HH(DOpPMAMKU OTPAHUYCHHOTO JOCTYyIMa, HE
COCTaBIIIOLIEN TOCYJAapCTBEHHYIO TallHy, yTBepkJIeHHOMY IpukazoM @CTIK Poccun
ot 29 ampens 2021 r. Ne 77;

- aKT ompenaeneHus ypoBHs 3amuiieHHocTH [1/{n mpu ux o6padotke B IIC (mpu
oOpabotke B arrectyemort C I1/1n);

- MpOrpaMMbl U METOJUKH aTTeCTalMOHHBIX uctbiTanuii C;

- 3aKJIFOYEHUS U MIPOTOKOJIBI.

7.15. ®CTOK Poccuu mnpoBOAUT OLEHKY MPEICTABICHHBIX JOKYMEHTOB Ha
MpPEAMET COOTBETCTBUSl MPOBEJEHHBIX OpPraHOM II0 AaTTECTAllUd AaTTECTAI[MOHHBIX
UCIIBITAaHUI W BBIBOJIOB, COJIEPKAIUXCS B 3aKIIOUEHUH, TPEOOBAHMUSIM IO 3aIUTE
uHpopmanuu U nojoxeHusM Ilopsnka opraHusanum W TOpOBEIEHUS padoOT 1o
aTTecTaliii OOBEKTOB HMH(GOpMATHU3allMd Ha COOTBETCTBUE TPEOOBAHUSIM O 3allUTE
MH(GOpMallul OTPaAaHUYEHHOTO JOCTYIa, HE COCTaBIIIOLIEH TOCYIapCTBEHHYIO TaiiHY,
yrBepxkaeHHOro npukazom ®CTIK Poccun ot 29 ampens 2021 r. Ne 77 B teuenue 10
KaJICHJAApHBIX JHEH ¢ MoMeHTa mnoiydeHus oOpaimieHus. Ilo cormacoBanuio c
BeoMcTBOM paboTHuKH OCTIK Poccuu (tepputopuansHoro oprana ®CTIOK Poccun)
MOTYT MPOBECTU KOHTPOJbHbIE UcibITaHUsA HA IC B cooTBeTCTBUM ¢ MyHKTamu 15 u 16
[lopsnka opraHu3zauMd W NPOBEAECHHA paboOT MO  aTTecTallud  OOBEKTOB
uH(popMaTHU3allMM Ha COOTBETCTBHE TpPEOOBaHUSAM O 3alUTe MHMOpMaIUU
OTPaHUYEHHOTO JIOCTYIIA, HE COCTABJISIFOLIEN TOCYAAPCTBEHHYIO TaillHy, YTBEPKAECHHOTO
npukazoM OCTOK Poccum ot 29 ampens 2021 r. Ne77. Ilo pesynpTaram OIIEHKH
OCTIK Poccuu (tepputopuansheiii opran @CTIK Poccun) Hanpasiser:

- B OpraH IO aTTeCTallud YBEAOMJICHHE O HEOOXOIUMOCTU YCTpaHEHUS
BBISIBJICHHBIX HEJIOCTATKOB B yKa3aHHBIM B yBenoMieHUM cpok. Komus yBemomieHus
HampaBligeTcss BeloMcTBY. OpraH Mo arrectaiuuu oOs3aH YCTPaHUTb HEIOCTATKH,
BbIsiBIIEHHbIE DCTOK Poccum mo pesynbrataM OIIEHKH JTOKYMEHTOB, B yKa3aHHBIN B
YBEJOMIICHMM CPOK M O(OPMUTH arTrectar COOTBETCTBHS (€CIM YCTaHOBJIEHO
HECOOTBETCTBUE ATTECTALMOHHBIX MCHOBITAHUN W (WUJIM) BBIBOAOB, COAEPXKAIIUXCS B
3aKIIOYEHUU WIH MPOTOKOJIaX, TpeOoBaHUSAM Mo 3ammTe uHpopmauuu uinu [lopsinka
OpraHu3allid M MPOBEJICHUS pabOT MO aTTecTaluu OOBEKTOB HMH(OpMaTH3aluu Ha
COOTBETCTBUE TpPeOOBaHMSIM O 3aIlMTe HH(POpPMAMU OrPAaHUYEHHOIO JOCTyNa, HE
COCTAaBJISIFONIEN TOCYJapCTBEHHYIO TaiHy, yTBepkaeHHOro npukazom ®CTIK Poccun
ot 29 ampens 2021 r. Ne 77).

- pe3yJabTaThl MPOBEIEHHON OLIEHKM BEIOMCTBA JUIsl YCTPAHEHUs HEIOCTATKOB,
BBISIBICHHBIX OPraHOM IO aTTecTaluu (eciau MO pe3yibTaTaM OLEHKH MOATBEPKICH
BBIBOJI OpraHa MO aTTeCTalMd O HEBO3MOXHOCTH BBIJAYM aTTecTara COOTBETCTBUS,
atrectaT cooTBeTcTBUA Ha IC opranom 1o arrecranuu He 0hOpMIIIETCS).

7.16. Tlocne mnonyueHust arrtecrara coorBercTBusi Ha WC or oprana mno
aTrrectalii BeqoMcTBO MoxeT mnoiayuutb ot OCTIOK Poccum (TepputopuaibHOTO
oprana ®CTOK Poccum) 3akioueHue, cojJepKallee OIMUCAHWE BBISBICHHBIX I10



pe3ynbTataM 3KCHEPTHO-AOKYMEHTAJIbHOM OLIEHKM MaTepuajoB, MPEICTaBICHHBIX
OpraHoM IO aTTEeCTallH, HEJOCTATKOB M PEKOMEHIallK N0 UX yCTpaHeHuto. B ciydae
nonyuerust oT ®CTIK Poccuu (reppuropuansroro oprana ®CTIK Poccun) Takoro
3aKJIIOYEHUS] BEAOMCTBO OOECIEUMBAET YCTPAHEHUE BBISBICHHBIX HEIOCTATKOB B
COOTBETCTBHUH C BBIJJAHHBIMU PEKOMEHAAIMIMHU B YKa3aHHBIA B 3aKitoueHun cpok. OO
YCTpAaHEHUH  HeNocTaTkoB  BegoMcTBO  uMH(popmupyer  DPCTIOK  Poccum
(tepputopuaneubii  opran ®CTOK  Poccum). HeycTpaHeHue  HEIOCTaTKOB,
BoIsiBNIEHHBIX DPCTOK Poccum (tepputopuansHeiM opranom OCTIK Poccum), B
YKa3aHHBI B 3aKJIIOYEHHH CpPOK SBISIETCA OCHOBAHMEM JUISI IPHUOCTAHOBJICHUS
neicTBug arrecrtata coorserctsus Ha MC.

7.17. Attectar COOTBETCTBHUSI BBIJAcTCS Ha Bech Ccpok Hskcrutyaramuu HC.
BenomctBo B xozae 3kcruryatauuun MC obecnieunBaeT nogaepxky coorserctBus C3U
aTTecTary COOTBETCTBHS B paMKaxX pealn3alli MEpPOINPHUATHM, MPEAYyCMOTPEHHBIX
nyHkrom 18  TpeGoBanuii o 3amure uHQOpManuM, HE  COCTaBJISIOLIEH
rOCyJapCTBEHHYIO TalHy, COJEpXkalleiicss B TOCYAapCTBEHHBIX HH(POPMALMOHHBIX
CUCTEMaX, YTBEPKJICHHBIX MpukazoM DenepalbHON CIYKObl MO TEXHUYECKOMY H
AKCIOPTHOMY KOHTpOJIto oT 11 deBpans 2013 r. Ne 17.

7.18. [lelicTBHE aTTecTaTa COOTBETCTBHUS MOXKET ObITh IprocTaHoBiIeHO DCTIK
Poccun (teppuropuanbabiM opranoM @CTOK Poccun) B ciaydasx, mperyCMOTPEHHBIX
nyHkroM 34 Ilopsaka opraHu3aluy M MPOBEACHHS padOT MO aTTECTalMd OOBEKTOB
uHpopMaTU3allMM HAa COOTBETCTBHE TpPEOOBaHUSM O 3amuTe UHOOpPMAIUU
OTPaHUYEHHOTO JIOCTYIA, HE COCTABIISIIOUIEH TOCYAapCTBEHHYIO TailHy, YTBEPKACHHOTO
npukazoM OCTIK Poccum ot 29 ampens 2021 r. Ne77 BegomMcCTBO MpeKpalliaeTt
skcrutyartanuto MC co aHSA mojiydeHus YBEAOMIIEHUSI O MPHOCTAHOBJIICHUU JIEUCTBUS
aTTecTaTa COOTBETCTBUSI.

7.19. JleiicTBHe aTTecTtara COOTBETCTBHUS MOXET ObITh B0300HOBIeHO PCTOK
Poccun (teppuropuanbibiM opranoM ®CTIK Poccun) B ciaydasix, mpearycCMOTPEHHBIX
nyHkrom 38 [lopsiaka opraHu3zanvd M MPOBEACHHS PadOT MO aTTECTAIlMU OOBEKTOB
uHpopMaTU3allMM HAa COOTBETCTBHE TPEOOBaHUSAM O 3amuTe UHOOpPMAIUU
OTrPaHUYEHHOTO JIOCTYTA, HE COCTABJISIIOUIEH TOCYAapCTBEHHYIO TailHYy, YTBEPKACHHOTO
npukazom ®CTIK Poccun ot 29 anpenst 2021 r. Ne77, Be1OMCTBO MOKET BO3OOHOBUTH
skcmtyatanuio MUC co AHS ModydeHus yBEAOMJICHHS O BO30OHOBJIEHUHM JACUCTBUS
aTTecTaTa COOTBETCTBUSI.

7.20. JleiicTBHe arTecTaTa COOTBETCTBHUS MOXET ObITh mpekpamieHo PCTIOK
Poccun (tepputopuansubiM opranom @CTOK Poccun) B citydasix, npeayCcMOTPEHHBIX
nyakrom 40 Ilopsaka opraHu3and ¥ MPOBEACHHS padOT MO aTTECTAIlMd OOBEKTOB
uH(poOpMaTHU3allMM HA COOTBETCTBHE TPeOOBaHWSAM O 3amuTe WHOOpPMAIUU
OTrPaHUYEHHOTO JIOCTYTA, HE COCTABIISIIONIEH TOCYAApCTBEHHYIO TailHy, YTBEPKICHHOTO
npukazoM ®CTIOK Poccum ot 29 ampens 2021 r. Ne77, Be1OMCTBO MNpeKpalaeT
skcmutyataiio [IC co fAHS monydeHuss yBEAOMIICHHS O TMPEKpPaLIEHUU AeUCTBUS
aTTecTata COOTBETCTBMSI, €CJIM JCHCTBHE aTTecTara COOTBETCTBUSI paHee He ObLIO
IIPUOCTAHOBJIEHO.



7.21. B cnydae yTpaThl aTTecTata COOTBETCTBHUS BEJOMCTBO BIpaBe OOPAaTUTHCS
B OpraH IO aTTECTalMy C 3asBJICHUEM O BbIJaye TyOjuKara aTTecTara COOTBETCTBHS.
JlyOonukar arrecTara COOTBETCTBHUS BBIJIAETCS OPTaHOM IO aTTECTAlMd C MOMETKOU
«/lyOnuKkar, opuruHai aTrectaTa COOTBETCTBUS MPU3HAETCS HEACUCTBYIOILIMM.

8. OBECIHHEYEHME 3ALIUTHI HTHOOPMALIMU B XO/IE
SKCILTYATAIIUA ATTECTOBAHHOIN HH®OPMAIIMOHHON CUCTEMBI

8.7. OOecreuenne 3amMThl HHPOPMAIIUKA B XOJI€ IKCIUTyaTaIlli aTTeCTOBAHHOMN
NC ocymectBisercss BEIOMCTBOM B COOTBETCTBHM €  JKCIUTyaTallMOHHOM
nokymeHTareit Ha C3U H opraHu3almoOHHO-PacCHOPSIUTEIBHBIMU JOKYMEHTaMH 10
3amuTe MH(pOpMAUKU U B TOM YUCJIE BKIIFOYAET:

- IJTAHUPOBAHHUE M KOHTPOJIb MEPONPUATHII 10 3amuTte nHdopmaiuu B UC;

- IJJAHUPOBAHUE MEPONPUSITHI MO MPOBEACHUIO BHYTPEHHUX MPOBEPOK pexUMA
00paboTku u 3auuThl [1/[H B Be1OMCTBE;

- aHanu3 yrpo3 6e3onacuoctu nnpopmanuu B UC;

- ynpasienue (aaMuHuctpupoBanue) C3U;

- BBISBJICHHE MHIIMJICHTOB H pearupoBaHue Ha HUX;

- ynpasinenue koHpurypamuei I1C u ee C3U;

- uH(opMupoBaHue u ooyuenue nepconana UC;

- KOHTpOJIb 3a oOeclieueHHEeM YpOBHs  3alIUIICHHOCTH HWH(OpMaIuH,
conepxamerics B MC.

8.8. B xoxe mmanupoBaHusi Meponpusatuid mo 3ammre uHpopManuu B UC
OCYLIECTBIISETCS:

- ONpenesieHue JIML, OTBETCTBEHHbIX 3a IUIAHMPOBAHWE M  KOHTPOJb
MepornpuaTuii 1o 3ammure nHbopmanmu B UC;

- ONpenesieHWe JIMI, OTBETCTBEHHBIX 32 BBIABICHHE HHIMJICHTOB U
pearupoBaHUe Ha HUX;

- pa3paboTka, YTBEpXKICHUE U aKTyalHu3alys IUJIaHa MEPONPUATHNA IO 3alluTe
uHnpopmanuu B UC;

- OMpefelieHue TOopsSAKa KOHTPOJIS BBIOJHEHUS MEPONPUATHN MO 3alluTe
uHpopmaimu B UC, mpenycMOTpEeHHBIX YTBEPKICHHBIM IIAHOM.

[InanupoBanne Meponpuatuii no 3ammre uHbopmamuu B MC u KOHTpoOJb
BBITIOJTHEHUSI MEPONPUATUN JOJDKHBI OCYIIECTBISTHCS B COOTBETCTBUU C TOPSAKOM
MJIAaHUPOBAHMS MEPOTIPUATUH 10 3auuTe uHpopmaiuu B UC BeqoMcTBa U KOHTPOJIS UX
BBITIOJIHEHHUSI, pa3padoTaHHbIM B pamkax BHenpeHust C3U UC.

8.9. B xonme miIaHMpOBaHHMS MEPONPUATUN MO TMPOBEACHUIO BHYTPEHHHUX
MPOBEPOK pexkruma o0paboTku u 3amuThl [I/[H B BeJOMCTBE OCYyIIECTBIISIETCS:

- OIpeneICHuE, JIMIL, OTBETCTBEHHBIX 33 OCYILECTBIEHNE BHYTPEHHETO KOHTPOJIS
cooTBeTcTBUs 00paboTku IIJ[H B BegoMcTBe TpeOOBaHUSM, YCTAHOBIIEHHBIM
®enepanbHbIM 3aKOHOM «O MEPCOHATIBHBIX TAHHBIX)» U MPUHATHIMU B COOTBETCTBHUHU C
HUM HOPMATHBHBIMH IMPABOBBIMU aKTAMH;



- YTBEPKICHHE TMPABUJ OCYIICCTBICHUS BHYTPEHHETO KOHTPOJISI COOTBETCTBUS
oopabotku I[I/Iln TpebGoBanusiM, ycTaHOBIEHHbIM @DenepalbHbIM 3akoHOM  «O
NEPCOHANBHBIX JAHHBIX» M MPUHITHIMA B COOTBETCTBUHM C HUM HOPMATHUBHBIMU
MIPaBOBBIMH aKTaMHU;

- YTBEp)KJICHHE Ha IUIAHHPYEMBIM mepuoa (ToJ) MNPUKA30M PYKOBOJMUTEIS
BEJIOMCTBA ITUIaHA MPOBEJACHUS BHYTPEHHUX MPOBEPOK pexuMa oOpabOTKH U 3aIIUTHI
ITJIn B BenomcTBe.

8.10. B xoze ananuza yrpo3 6e3onacnoctu uadopmanuu B UC ocyiectpisercs:

- BBIABIICHHE, aHAJU3 U ycTpaHeHue ysa3pumocteit C;

- aHanu3 U3MeHeHus yrpo3 6ezonacHoctu unopmanuu B UC;

- OIEHKAa BO3MOXXHBIX TIOCJIEJICTBUI peaju3aluu yrpo3 0e30macHOCTH
uHpopmanuu B UC.

[lepnoiMyHOCTh TPOBENIEHUSA YKAa3aHHBIX MEPOMNPUITUM HA TUIAHUPYEMbIH
nepuoa (roj) ONpenensieTcsl €XEroJHbIM IIJIJAaHOM MEPOINPUSITHH 1O  3allUTe
uH(popmanuu.

8.11. B xoxe ynpanenus (aamuHuctpupoBanus) C3U ocyiecTBistoTCs:

- OIpeneseHuE JHIL, OTBETCTBEHHBIX 3a yNpaBiieHue (aqMuHucTpupoBanue) C3U
NC;

- YNOpaBJICHUE YYETHBIMU 3anucamMu mnosb3oBatened MC wm nomumep:kanue B
aKTyaJlbHOM COCTOSIHUY TIPaBHJI pa3rpaHuueHus goctyma B UC;

- ymopaBiieHHe cpeacTBaMu 3amuThl nHbopmanmu B C;

- yOpaBjieHHE OOHOBJICHHSAMH TIPOTPAMMHBIX U  TIPOrPAaMMHO-aNMmapaTHBIX
CPEICTB, B TOM YHCJE CPEICTB 3alUThl WH(OPMALMU, C YYETOM OCOOEHHOCTEH
¢dbynkuuonuposanus UC;

- nentpasm3oBanHoe ynpasienue C3U UC (mpu HEOOXOAUMOCTH);

- MOHHUTOPHUHT M aHaJu3 3aperucTpupoBaHHBIX coObITHII B UC, CBSI3aHHBIX C
3amuTon uHpopmaluu (1aaee - COObITHS 0€30MacCHOCTH);

- obecneuenne ¢pynknuornupopanus C3U1 MC B xoze ee dKCIIyaTaruu, BKIFOYas
BEJICHUE JKCIUTyaTallMOHHOM JTOKYMEHTAIlMd M OpPraHU3aIllMOHHO-PACIOPSIUTEIbHBIX
JOKYMEHTOB T10 3alUTe NH()OPMAIIHH.

8.12. B xome BbISBIEHWUS  WHIMJICHTOB W pEarupoBaHWs Ha  HHUX
OCYIIECTBIISIOTCS:

- oOHapyXeHHE W WIACHTH(UKAIMSI WHIMICHTOB, B TOM 4HCIIC OTKa30B B
oOcmykuBaHUH, cOOEB (TIEpe3arpy3o0K) B paboTe TEXHHUYECKUX CPENICTB, TPOTPAMMHOTO
o0ecrievyeHns M CPEJCTB 3aIlUThl MHPOpPMAIUH, HAPYIICHUN MPaBUI pa3rpaHUUCHUs
JI0CTyTIa, HEMTPAaBOMEPHBIX JACUCTBUH 10 cOOpy MH(MOPMAITH, BHEPEHHUN BPEIOHOCHBIX
KOMITBIOTEPHBIX ~ TIporpamMM  (BHUPYCOB) ¥  HHBIX COOBITHH, TPHUBOASINIUX K
BO3HMKHOBEHHWIO HHIIHJICHTOB;

- CBOeBpeMeHHOe nHpopMupoBanue nosb3oparensiMu UC u anMuHuCTpaTopaMu
NC nuu, OTBETCTBEHHBIX 32 BBISBICHUE HHIMACHTOB W pearupoBaHHEe Ha HUX, O
BO3HMKHOBEHWHU UHITUAEHTOB B VC;

- aHalu3 WHIMICHTOB, B TOM WYHCJIC OIPEACIICHHE HCTOYHWKOB W TPUYUH
BO3HUKHOBEHUSI MHIIMJEHTOB, a TAK)KE OLIEHKA MX MOCJIEC/ICTBUIA:



- IJTAHUPOBAHME U MPUHATHE MEP MO YCTPAHCHHUIO WHIIUEHTOB, B TOM YHCIIE TI0
BoccTaHoBieHHI0 MIC 1 ee CerMeHTOB B ciy4yae OTKa3a B OOCIY)KMBAaHWUU WM TOCIE
cO0€eB, YCTpPaHEHHWIO IOCJIEICTBUM HApPYIICHUS NPaBWI pasrpaHUYEeHHs JO0CTyIa,
HEMIPaBOMEPHBIX JIEUCTBHA 10 cOoOpy wHPOpMAIMKA, BHEIPCHUS BPEIOHOCHBIX
KOMITBIOTEPHBIX ~ IporpaMMm  (BUPYCOB) M HHBIX COOBITHH, NPUBOASIIUX K
BO3HUKHOBEHUIO MHIIUJICHTOB;

- IJIJAHUPOBAaHWE W TPUHATHE MEp IO MPEAOTBPANIEHUIO TIOBTOPHOTO
BO3HUKHOBEHUSI UHIIUJICHTOB.

8.13. B xone ynpasnenus konpurypamueir UC u ee C3U ocymiecTBisiroTcs:

- OmpenesieHue JUI], KOTOPBIM pa3pellieHbl ASHCTBUS 110 BHECEHUIO U3MEHEHU B
koH(purypanuto MC u ee C3U, ux noaHomMouus;

- onpeaenenne kKoMrnoHeHToB [1C u ee C3I1, mognexamux U3MEHEHHUIO B paMKax
yIpaBJICHUS KOH(UTypanuen (uneHTUUKALIUS 00BEKTOB YIPaBJICHUS
KoH(Hrypammei): mporpaMMHO-amNmapaTHbIE, MPOTPAMMHBEIC CpPEACTBA, BKJIIOYas
cpencTtBa  3amMTBl  WHMOpPMAIMK, WX HACTPOMKM W  TPOTPAMMHBIA KO,
AKCIUTyaTallMOHHAs] JOKYMEHTAalMs, WHTepQeichl, Qailibl U HHbIE KOMIIOHEHTHI,
MOJITIeKAITNE U3MEHEHHUIO i KOHTPOJIIO;

- ynpasinenue uzmenenusmu MIC u ee C3U: pa3paboTka napameTpoB HaCTPOMKH,
o0ecneunBaOIUX 3alUTy HHPOPMAINK, aHAIM3 IMOTEHIIMAIBHOTO BO3JACHCTBHS
IJIAHUPYEMBIX W3MCEHEHUH Ha 3amuTy HWH(POpMaINud, CAaHKIIMOHUPOBAHHE BHECCHUS
m3meHennii B UC u ee C3U, 1OKyMEHTUpOBaHUE ICUCTBUI IO BHECEHUIO U3MEHEHHI B
NC u coxpanenue nfaHHbIX 00 n3MeHeHusax konpurypauuu 1C;

- KOHTPOJIb JelicTBUM 1o BHeceHuto n3menennii B UC u ee C3U.

8.14. B xoxe undpopmupoBanus u ooydenus nepconana MC ocymectBusercs:

- uHpopmupoBanue mepcoHasia MC o0 TOSABICHHH aKTyaJbHBIX yIpo3
6e3onacHocTH HH(OpMaIMK, O paBuiiax Oe3omnacHou skcrryaramnuu VC;

- noBeneHue a0 nepconana MC tpeboBaHuii 1o 3amuTe WHOOPMALIUU, & TAKXKE
MOJIOKEHUN  OpPraHU3alMOHHO-PACTIOPSAUTENBHBIX  JIOKYMEHTOB [0  3aIllUTe
uH(OpMAIUU C YYETOM BHECEHHBIX B HUX U3MEHEHUI;

- obyuenune mepconana HMC mpaBuimaM DdKCITyaTalldd OTIEIBHBIX CPEICTB
3amuThl HHPOPMAIIHH;

- TMPOBEACHUE TPAKTUYCCKUX 3aHATHH M TPEHHUPOBOK ¢ mepcoHagom MC mo
OJIOKMPOBAHUIO YIPo3 O€30MacHOCTH UHPOPMAIIUY U PEarupOBaHUIO Ha UHITUICHTHI;

- KOHTpOJIb ocBenomieHHocT mepcoHana MC o006 yrpozax Oe3omacHOCTH
nHopmaruu U ypoBHS 3HaHWH mepcoHana MC mo BompocaM oOecredeHHs 3allIuTh
uH(popmaIuu.

[lepnoaMYHOCT, MPOBEACHHUS YKA3aHHBIX MEPONPUATAN Ha IUIAHUPYEMBbIN
nepuoa (roj) oONpenensercss eXEroJHbIM IIJITAaHOM MEPONPUSITHN 10  3alluTe
uH(pOpMaInu.

8.15. B xome KoHTpoJis 32 obecriedeHueM YPOBHSI 3allUIIIEHHOCTH UH(pOpMAIIUH,
coaepxaieiics B UC. ocyliecTBIsitoTCs:

- KOHTpOJIb (aHANIM3) 3AMUINEHHOCTH WH(OpPMAIMKM C y4eTOM OCOOCHHOCTEH
¢dbynkunonuposanus UC;



- aHanmu3 ®u oneHka ¢yaknuonupoanus MC u ee C3U, Bkimouas aHanmm3 u
yCTpaHEHHUE YSA3BUMOCTEH M MHBIX HEAOCTAaTKOB B ¢pyHkironnposanuu C3U UC;

- JIOKYMEHTHUPOBAHHWE MpOIEAYp U PE3yJbTaTOB KOHTPOJs 3a olecreuyeHueM
YPOBHS 3allIUIIIEHHOCTH UH(opManuu, conepxaieicsa B C;

- TMPUHATHE PEHICHHS MO pe3yibTaTaM KOHTPOJS 3a OOECIEYEHHEM YPOBHS
3alMIEHHOCTH HH(popManuu, coaepxamieiics B UC, o HeoOXoIMMOCTH AOPaObOTKH
(monepuu3zanun) ee C3U.

MepornpusiTis 1O KOHTPOJK 3a O0O0ECIeUYeHHEeM YpPOBHS 3alUIICHHOCTH

uHpopMalnu Ha arrectoBaHHONW VC BKIIOYAIOTCS B €XKETOIHBIN MJIaH MEPONPUATUH TIO
3amure uHpopmaiuu.
KoHnTposnb 3a obecrnieueHreM ypOBHS 3alIMIIEHHOCTH WH(OpPMAIIMK HA aTT€CTOBAHHOMN
NC mpoBOAUTCA BENOMCTBOM CaMOCTOSITENIBHO WJIM C IPUBJIICYCHUEM OPraHU3aLNH,
MMEIOIIEH JIMIIEH3UI0 Ha OCYIIECTBIEHUE JEATEIBHOCTH II0 TEXHUYECKOW 3aIuTe
KoH(puaeHunanpHoi uHpopmannu, BbigaHHyro OCTIOK Poccum B cOOTBETCTBUU C
[lonoxxenneM O JHMIEH3UPOBAHUM  JEATEIBHOCTH 10 TEXHWYECKOM  3aIlnTe
KOH(HIeHIIMaTbHON HH(OpMAIIMK, YTBEPKIACHHBIM MOcTaHOBIeHUEM [IpaBuTenncTBa
Poccuiickoit @enepanuu ot 3 geBpans 2012 r. Ne 79.

[To pesynbraTaM KOHTpoJsI 3a OOECHEUYEHHUEM YPOBHS  3aIIMILEHHOCTU
uHpopmanuu Ha arrectoBaHHoM MC odopmiisiercss mpoTOKOJI U BHOCUTCS OTMETKA B
texHuueckuit macnopt Ha MC. TIpoTokosibl KOHTpoJisl 3amuThl UHGOpPMALMM Ha
aTTECTOBAaHHOM O0OBeKTe HWH(POpMaTH3allMd HE peXe OJHOr0 paza B JBa rojaa
npeacrasisitorcss BenoMcTBoM Bo @CTIK Poccun (tepputopuansusiii opran @CTIK
Poccun).

HemnpencraBienre MpOTOKOJIOB KOHTPOJsS 3amuThl uHpopManuu Bo DPCTIOK
Poccun (tepputopuanvubiii opran  @CTIK Poccuu) sBhsercss OCHOBaHUEM IS
MIPUOCTAHOBIICHUS IEMCTBUA arTecTaTa cooTBeTcTBHs Ha C.

8.10.B cnyuae pasButusa (monepuuzanuu) MC, B Xoae KOTOPOro H3MEHEHa
KoH(urypamusi (mapameTpbl HACTPONKU) MPOTPAMMHBIX, MPOTrPAMMHO-TEXHUYECKHUX
CPEICTB U CPEICTB 3alUThl MHGOPMAIIMH, UCKIIOYEHBI MPOTPAMMHBIE, MPOrPAMMHO-
TEXHUYECKUE CPECTBA M CPEJICTBA 3aIIMThl MH(OPMAIUH, JOMOJIHUTEIHLHO BKIIIOUEHbI
aHAJIOTMYHbIE CPEACTBA WJIM 3aMEHEHbl Ha aHAJIOTMYHBIE CPEACTBA, MPOBOMISTCS
JOTIOJTHUTENIbHBIE ~ aTTECTALIMOHHBIE HCMBITAHUS OpPraHoOM 1O  aTTecTaluud B
cooTBeTcTBUM ¢ [lopsnkoM opraHu3alM W TOpOBEIEHUS pPabOT MO aTTecTalUH
00BeKTOB MH(pOpPMATHU3AIUMA HA COOTBETCTBHE TPEeOOBAaHUSAM O 3aIuTe WHGOPMAIUH
OTpaHUYEHHOTO J0CTYyNa, HE COCTABIISAIONIECH TOCYIapCTBEHHYIO TallHy, YTBEPKIACHHBIM
npukazom @CTIK Poccum ot 29 ampens 2021 r. Ne77. CBenenust 00 M3MEHEHHUSIX
arrectoBaHHOM WMC H nOpoBEAEHHBIX MPHU 3TOM AaTTECTAMOHHBIX HCHBITAHUAX
BKJIFOYAKOTCS BEJOMCTBOM B TEXHUUYECKUM nacnopT. JledcTBrue arrecrtata COOTBETCTBUS
HE MPEKPAILAETCS.

8.11.B cinyuae pa3Butus (MoaepHuzanuu) MC, npuBonsiiero K IMOBBIIIEHUIO
KJIacca 3allMIIEHHOCTH (YpOBHS 3allUIIEHHOCTH, KaTeropun 3Haunmoctu) UC u (win)
K wu3MeHeHuto apxutektypel C3M HMC B yacTu u3MEHEHHS BUJIOB U TUIIOB
POrpaMMHBIX, MPOrPAMMHO-TEXHUYECKUX CPEACTB M CPEACTB 3alIUThl MH(OpMAaIuHy,



n3MeHeHus: cTpykrypel C3M. coctaBa u MecT pacmoiokeHus: 00bekTa nHpOpMaIuu u
€ro KOMIIOHEHTOB, IPOBOAUTCS MOBTOPHAS aTTECTalldsl B COOTBETCTBUHU C [lopsakom
OpraHu3allMid M TpOBeAeHHs] pabOT MO aTTecTaluu OOBEKTOB HH(OpMaTH3alMKM Ha
COOTBETCTBHE TPEOOBAHMSIM O 3alUTe WHPOPMAIMA OTPAHHMYCHHOTO JIOCTYIa, HE
COCTaBJIIOLIEN TOCYIapCTBEHHYIO TaliHy, yTBepKIeHHbIM IpukazoM OCTIOK Poccun
ot 29 ampens 2021 r. Ne 77.

9. OBECIIEYEHMUE 3ALIUTHI UH®OPMALIMU ITPU BBIBOJE U3
SKCILTYATAIIUU ATTECTOBAHHOM HH®OPMAIIMOHHON CUCTEMBI
NI TIOCJUIE NPUHATHUA PEHHIEHUS Ob OKOHYAHUU OBPABOTKH
NH®OPMAIIUN

9.7. OO0ecrieueHne 3amuThl WH(POpPMAIMK TIPH  BBIBOJIC M3 OKCIUTyaTalluu
arrectoBaHHOoM WMC wiM mocne TNpUHATUSA pElIeHHs 00 OKOHYaHUU OOpabOTKH
uH(POpPMAIIMK OCYIIECTBIISIETCS BEJOMCTBOM B COOTBETCTBUU C JKCIUTyaTaI[HOHHOM
nokyMeHTtanueil Ha C3U U opraHU3alMOHHO-PACHOPAIUTENIBHBIMU JOKYMEHTaMH 10
3amuTe MHPOPMAIMK U B TOM YHCIIE BKIIOYACT:

- apxuBHpoBaHME MH(popManuu, coaepxaierica B UC;

- YHUYTOXKEHUE (CTUpaHUE) JaHHBIX U OCTaTOYHOM MH(POpPMALUA C MAUIMHHBIX
HOCHUTENEeW HH(pOpMalUKU U (WJIM) YHUYTOKEHUE MAIIMHHBIX HOCUTEIEH HHPOPMALIUH.

9.8. ApxuBupoBanue wuHbpopmammu, coxaepxameiica B MC, momkHO
OCYIIECTBIISITHCS MPH HEOOXOAMMOCTH AAbHEHIIIET0 HCIOIb30BaHUS WHGPOpMAIUU B
JesITeIbHOCTH BEIOMCTBA.

9.9. VYHuuroxenwe (CTUpaHHME) MAHHBIX W OCTAaTOYHOW WHGOPMAIMH C
MAaIIMHHBIX HOCHUTENEH HH(POpPMAIMN MPOU3BOAUTCS TPHU HEOOXOIUMOCTH Tepeaaydn
MaIIMHHOTO HOCUTENs MH(popManuu apyromy mnoisb3oBarento MC umum B CTOpOHHHE
OpraHM3alyy sl PEMOHTa, TEXHUYECKOTO OOCIYy)XMBaHHMsS WU JadbHEHIIero
yHHuUTOXEHUs. [Ipu BbIBOJIE M3 SKCIUTyaTallud MAIIMHHBIX HOCUTENEH nHpopManuu, Ha
KOTOPBIX OCYIIECTBISUIUCH XpaHEHUE U 00paboTka WHMOpMAIUU, OCYIIECTBISETCS
bu3nUecKoe YHUUTOXKCHHUE ITUX MAIIMHHBIX HOCUTENEH HH(pOpMaIHH.



